Privacy Policy

e Information Collection:

o Personal Information: The data collected typically includes the user's name, contact
details (address, email, phone number), student ID, course details, and basic demographic
information necessary for processing the payment and updating records.

« Financial Information: The policy clarifies that financial details like credit/debit card
numbers, net banking credentials, and UPI information are collected by the secure
Payment Gateway partner, not usually stored directly by the institution or service
provider.

e Purpose of Information Use:

e The collected data is used solely for processing the online fee payment, issuing receipts,
updating student/payer records, communicating payment status, and complying with
legal/audit requirements.

e Data Security and Protection:

o The policy will state that appropriate security measures are in place to protect the
information from unauthorized access, alteration, disclosure, or destruction. This often
includes using industry-standard encryption (e.g., SSL/TLS) and compliance with
Payment Card Industry Data Security Standard (PCI DSS).

o Users are reminded that no data transmission over the Internet can be guaranteed as 100%
secure, and they use the service at their own risk.

e Information Sharing and Disclosure:
e Third Parties: Information is shared with essential third parties such as the payment

gateway provider, banks, and potentially relevant government authorities (for audits or
legal compliance).

« No Selling/Renting: A clear statement that personal information is not sold, rented, or
traded to third parties for marketing purposes.
e Consent:

e By using the online payment facility, the user is explicitly consenting to the collection
and use of their information as described in the policy.

e Data Retention:

« Information is retained only as long as necessary to fulfill the purposes outlined in the
policy, or as required by law.



e User Rights:

o Users may be informed of their rights regarding their data, such as the ability to access,
correct, or request deletion of their information (subject to legal limitations).

e Updates to the Policy:

o The institution/service provider reserves the right to update the privacy policy, and users
are encouraged to review it periodically.

e Contact Information:

o Details on how users can contact the relevant department or Data Protection Officer with
questions or concerns about their privacy.

A privacy policy for online fee payment details how personal and financial information is

collected, used, protected, and disclosed. It assures users that their data will be handled
confidentially and in compliance with data protection laws.

Key Clauses in an Online Fee Payment Privacy Policy

Information Collected: The policy specifies the types of information collected during
the fee payment process, which typically includes:
o Personal details: Name, address, email address, phone number, and student ID.
o Financial details: Transaction ID, amount paid, and potentially (though not stored
by the institution) partial credit/debit card details (like the last four digits) for
reconciliation.
o Technical data: IP address, browser type, domain names, access times, and
referring website addresses for analytics and security purposes.
e Purpose of Information Use: Data is collected primarily for lawful purposes directly
related to the transaction:
o Processing the fee payment and generating receipts.
o Verification of the transaction and user identity.
o Internal record-keeping and accounting.
o Communicating with the user regarding the payment status or related services.
« Consent: By using the online payment facility and providing personal information, the
user explicitly consents to the collection and use of their data as outlined in the policy.
Users generally have the right to withdraw their consent at any time, which may affect
their ability to use certain services.
o Data Security and Protection:
o Encryption: The policy highlights security measures like data encryption (e.g.,
using SSL or TLS protocols) to protect sensitive information during transmission.



o

o

o

PCI-DSS Compliance: The payment gateway partner adheres to industry
standards such as the Payment Card Industry Data Security Standard (PCI-DSS),
which helps ensure the secure handling of card information.

Limited Data Retention: Financial transaction data is only retained for as long as
necessary to complete the transaction and meet legal/regulatory requirements;
card details themselves are usually not stored on the institution's servers.
Disclaimer: A disclaimer is typically included stating that no method of
transmission over the Internet is 100% secure, and the institution cannot guarantee
absolute data security.

Third-Party Disclosure:

o

o

o

Payment Gateway Providers: Information is shared with third-party payment
gateways and banks to process payments. These third parties have their own
privacy policies, for which the institution is generally not responsible.

Legal Requirements: Personal data may be disclosed if required by law, court
order, or government agencies for investigation or identity verification purposes.
Service Providers: Data may also be shared with service providers like IT
support, data hosting, and analytics providers who assist in operating the payment
system.

User Rights and Grievances: Users are informed of their rights regarding their data,
such as the ability to access, correct, or request deletion of their personal information.
Contact details for the grievance officer or relevant department are provided for any
queries or concerns regarding the policy.



